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Where necessary, to identify the applicable parties under the following clauses, “Performer” shall mean “Seller,” “Agreements Officer” shall mean “Lockheed Martin Procurement Representative,” “Contract” and “Agreement” means this subcontract and “Government” means “Lockheed Martin.”  However, the words “Government” and “Agreements Officer” do not change: (1) when a right, act, authorization or obligation can be granted or performed only by the Government or the Prime Contract Contracting Officer or duly authorized representative, including but not limited to (i) audit rights to Seller’s proprietary business records or (ii) any indemnification or limitation of liability obligation, which obligation shall remain with the Government; (2) when title to property is to be transferred directly to the Government, and (3) when the Government is granted ownership or other rights to Seller’s intellectual property or technical data. 


[bookmark: ARTICLE_VII:_Disputes][bookmark: _bookmark6]ARTICLE VII: DISPUTES

A. General	

The Parties shall communicate with one another in good faith and in a timely and cooperative manner when resolving issues under this Article.

B. Dispute Resolution Procedures

1. Any disagreement, claim or dispute between the Government and the Performer concerning questions of fact or law arising from or in connection with this Agreement, and/or any derivative project agreement or attachments, and, whether or not involving an alleged breach of this Agreement, and/or any derivative project agreement or attachments, may be raised only under this Article.  Whenever disputes arise, the Parties shall attempt to resolve the issue(s) involved by discussion and mutual agreement within (30) calendar days. The Parties agree that the notification under subparagraph (2) of this Section shall not be made earlier than thirty (30) calendar days from when the dispute arose.  In no event shall a dispute that arose more than three (3) months prior to the notification made under subparagraph (2) of this article constitute the basis for relief under this article unless the Agreements Officer approves a waiver of this requirement in writing.  

2. Failing resolution by mutual agreement, the aggrieved Party shall document the dispute, disagreement, or misunderstanding by notifying the other Party in writing of the relevant facts, identify unresolved issues, specify the clarification or remedy sought, and documenting the rationale as to why the clarification or remedy is appropriate. Within five (5) working days after providing notice to the other Party, the aggrieved Party may, in writing, request a joint decision by the Agreements Officer and the Performer’s Representative/Executive, appointed by the Performer. The other Party shall submit a written position on the matter(s) in dispute within thirty (30) calendar days after being notified that a decision has been requested. The Agreements Officer and the Performer Representative/Executive shall conduct a review of the matter(s) in dispute and render a bilaterally agreed upon decision in writing within thirty (30) calendar days of receipt of such written position. Any such joint decision is final and binding.

3. In the absence of a joint decision, upon written request to the USSF Contracts Director, made within thirty (30) calendar days of the expiration of the time for a decision under subparagraph
(2) above, the dispute shall be further reviewed. The USSF Contracts Director may elect to conduct this review personally or through a designee or jointly with a senior executive appointed by the Performer. Following the review, the USSF Contracts Director or designee will resolve the issue(s) and notify the Parties in writing. Such resolution is not subject to further administrative review and, to the extent permitted by law shall be the final and binding decision of SSC.

4. If the parties after exhausting administrative remedies set forth in this Article are not able to resolve the dispute, then either party may pursue any remedy under the law, except that any remedy shall be subject to the provisions of Limitation of Damages of this Article.

C. Limitation of Damages

1. Claims by either Party for damages of any nature whatsoever against the other Party pursued under this agreement shall be limited to direct damages only up to the unpaid balance of the aggregate amount of Government funding for the specific prototype project to which the dispute arises, unless such dispute resulted from a negotiated settlement of a request for equitable adjustment relating to a change in the performance or scope of the project. In no event shall either party be liable to the other party for consequential, punitive, special, and incidental damages or other indirect damages, whether arising in contract (including warranty), tort (whether or not arising from the negligence of a Party) or otherwise, except to the extent such damages are caused by a Party’s material breach, willful misconduct, or gross negligence. Under no circumstances will the above enumerated exceptions be interpreted to apply the Contract Disputes Act to the OTA or this Agreement, or in any way cause the OTA or this Agreement to be subject to any terms of or regulations related to the Contract Disputes Act. The Performer must agree to limit damages as set forth above in its agreement with all lower-tier subcontracts or agreements.

D. Warranty

The Government’s post award rights for any project awarded under this agreement include implied warranties with respect to the deliverables hereunder, include (a) implied warranty of fitness for a particular purpose and (b) implied warranty of merchantability. The Parties acknowledge this language constitutes a baseline for the base agreement, which may be revised for individual projects, as appropriate, at the time of award.

ARTICLE VIII: PATENT RIGHTS

A. Allocation of Principal Rights

1. Unless the Performer shall have notified the Government, in accordance with subparagraph B.2 below, that the Performer does not intend to retain title, the Performer shall retain ownership throughout the world to each Subject Invention consistent with the provisions of this Article and 35 U.S.C 202.

2. The Government is granted nonexclusive, nontransferable, irrevocable, paid-up license to practice or have practiced for or on behalf of the United States the Subject Invention throughout the world.

B. Invention Disclosure

1. The Performer shall disclose each Subject Invention to the Agreements Officer on a DD form 882 within four (4) months after the inventor discloses it in writing to his company personnel responsible for patent matters. The disclosure to the Government shall be in the form of a written report and shall identify the Agreement and circumstances under which the Invention was made and the identity of the inventor(s). It shall be sufficiently complete in technical detail to convey a clear understanding, to the extent known at the time of the disclosure, of the nature, purpose, operation, and the physical, chemical, biological, or electrical characteristics of the Subject Invention. The disclosure shall also identify any publication, sale, or public use of the invention and whether a manuscript describing the Invention has been submitted and/or accepted for publication at the time of disclosure.

2. If the Performer determines that it does not intend to retain title to any such Subject Invention, the Performer shall notify the Government, in writing, within eight (8) months of disclosure to the Government. However, in any case where publication, sale, or public use has initiated the one-year statutory period wherein valid patent protection can still be obtained in the United States, the period for such notice is shortened by the Government to at least sixty (60) calendar days prior to the end of the statutory period.

3. The Performer shall file its initial patent application on a Subject Invention to which it elects to retain title within one (1) year after election of title or, if earlier, prior to the end of the statutory period wherein valid patent protection can be obtained in the United States after a publication, or sale, or public use. The Performer may elect to file patent applications in additional countries, including the European Patent Office and the Patent Cooperation Treaty, within either ten (10) months of the corresponding initial patent application or six (6) months after the date permission is granted by the Commissioner for Patents to file foreign patent applications, where such filing had previously been prohibited by a Secrecy Order.

4. The Performer shall notify the Government of any decisions not to continue the prosecution of a patent application, pay maintenance fees, or defend in a reexamination or opposition proceedings on a patent, in any country, not less than thirty (30) calendar days before the expiration of the response period required by the relevant patent office.

5. Requests for extension of the time for disclosure election, and filing under Article VII, may be granted at the Government’s discretion after considering the circumstances of the Performer and the overall effect of the extension.

6. The Performer shall submit to the Government annual listings of Subject Inventions. At the completion of the Agreement, the Performer shall submit a comprehensive listing of all Subject Inventions identified during the course of the Agreement and the current status of each.

C. Conditions When the Government May Obtain Title

Upon the Agreement Officer’s written request, the Performer shall convey title to any Subject Invention to the Government under any of the following conditions:

1. If the Performer fails to disclose or elects not to retain title to the Subject Invention within the times specified in Paragraph B of this Article; however, the Government may only request title within sixty (60) calendar days after learning of the failure of the Performer to disclose or elect within the specified times;

2. In those countries in which the Performer fails to file patent applications within the times specified in Paragraph B of this Article; however, if the Performer has filed a patent application in a country after the times specified in Paragraph B of this Article, but prior to its receipt of the written request by the Government, the Performer shall continue to retain title in that country; or

3. In any country in which the Performer decides not to continue the prosecution of any application for, to pay the maintenance fees on, or defend in reexamination or opposition proceedings on, a patent on a Subject Invention.

D. Minimum Rights to the Performer and Protection of the Performer’s Right to File

1. The Performer shall retain a nonexclusive, royalty-free license throughout the world in each subject invention to which the Government obtains title, except if the Performer fails to disclose the Subject Invention within the times specified in Paragraph B of this Article. The Performer’s license extends to the U.S (including Canada) subsidiaries and affiliates, if any, within the corporate structure of which the Performer is a party and includes the right to grant licenses of the same scope to the extent that the Performer was legally obligated to do so at the time the prototype project was awarded. The license is transferable only with the approval of the Government, except when transferred to the successor of that part of the business to which the Subject Invention pertains. The Government approval for license transfer shall not be unreasonably withheld.

2. The Performer’s license as immediately described above in D.1. may be revoked or modified by the Government to the extent necessary to achieve expeditious practical application of the Subject Invention pursuant to an application for an exclusive license submitted consistent with appropriate provisions at 37 C.F.R. Part 404. However, the license shall not be revoked in that field of use or the geographical areas in which the Performer has achieved practical application and continues to make the benefits of the Subject Invention reasonably accessible to the public. The license in any foreign country may be revoked or modified at the discretion of the Government to the extent the Performer, its licensees, or the subsidiaries or affiliates have failed to achieve practical application in that foreign country.

3. Before revocation or modification of the license, the Government shall furnish the Performer a written notice of its intention to revoke or modify the license, and the Performer shall be allowed thirty (30) calendar days (or such other time as may be authorized for good cause shown) after the notice to show cause why the license should not be revoked or modified.

E. Action to Protect the Government’s Interest

1. The Performer agrees to execute or to have executed and promptly deliver to the Agreements Officer all instruments necessary to (i) establish or confirm the rights the Government has throughout the world in those Subject Inventions to which the Performer elects to retain title, and (ii) convey title to the Government when requested and to enable the Government to obtain patent protection throughout the world in that Subject Invention.

2. The Performer agrees to require by written agreement with its employees, other than clerical and non-technical employees, to disclose promptly in writing to personnel identified as responsible for the administration of patent matters and in a format suggested by the Performer each Subject Invention made under this Agreement in order that the Performer can comply with the disclosure provisions of Paragraph B of this Article. The Performer shall instruct employees, through employee agreements or other suitable educational programs, on the importance of reporting inventions in sufficient time to permit the filing of patent applications prior to United States or foreign statutory bars.

3. The Performer shall include, within the specification of any United States patent application and any patent issuing thereon covering a subject invention, the following statement:
This invention was made with Government support under Agreement FA8819269B023 awarded by SSC. The Government has certain rights in the invention.

F. Lower Tier Agreements

The Performer shall include this Article, suitably modified, in all subcontracts or lower tier agreements, regardless of tier, for experimental, developmental, or research work.

G. Reporting on Utilization of Subject Inventions

1. The Performer agrees to submit, during the term of the Agreement, an annual report on the utilization of a Subject Invention or on efforts at obtaining such utilization that are being made by the Performer or its licensees or assignees. Such reports shall include information regarding the status of development, date of first commercial sale or use, gross royalties received by the Performer, and such other data and information as the agency may reasonably specify. The Performer also agrees to provide additional reports as may be requested by the Government in connection with any march-in proceedings undertaken by the Government in accordance with Paragraph I of this Article. The Government agrees it shall not disclose such information to persons outside the Government without permission of the Performer, unless required by law.

2. All required reporting shall be submitted to the Agreements Officer and Administrative Agreements Officer (AAO), where one is appointed.

H. Preference for American Industry

Notwithstanding any other provision of this article, the Performer agrees that it shall not grant to any person the exclusive right to use or sell any Subject Invention in the United States unless such person agrees that any product embodying the Subject Invention or produced through the use of the subject invention shall be manufactured substantially in the United States. However, in individual cases, the requirements for such an agreement may be waived by the Government upon a showing by the Performer that reasonable but unsuccessful efforts have been made to grant licenses on similar terms to potential licensees that would be likely to manufacture substantially in the United States or that, under the circumstances, domestic manufacture is not commercially feasible.

I. March-in Rights

The Performer agrees that, with respect to any Subject Invention in which it has retained title, Government has the right to require the Performer, an assignee, or exclusive licensee of a Subject Invention to grant a non- exclusive license to a responsible applicant or applicants, upon terms that are reasonable under the circumstances, and if the Performer, assignee, or exclusive licensee refuses such a request, the Government has the right to grant such a license itself if the Government determines that:

1. Such action is necessary because the Performer or assignee has not taken effective steps, consistent with the intent of this Agreement, to achieve practical application of the Subject Invention;

2. Such action is necessary to alleviate health or safety needs which are not reasonably satisfied by the Performer, assignee, or their licensees;

3. Such action is necessary to meet requirements for public use and such requirements are not reasonably satisfied by the Performer, assignee, or licensees; or
4. Such action is necessary because the agreement required by Paragraph H of this Article has not been obtained or waived or because a licensee of the exclusive right to use or sell any Subject Invention in the United States is in breach of such Agreement.

J. Authorization and Consent

The Government authorizes and consents to all use and manufacture of any invention described in and covered by a United States patent in the performance of this agreement.

K. Survival Rights

The obligations of the Government, the Performer under this Article shall survive after the expiration or termination of this Agreement.
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A. Allocation of Principal Rights

1. The Parties agree that in consideration for Government funding, the Performer intends to reduce to practical application items, components and processes developed under this Agreement.

2. With respect to technical data or computer software developed or generated under this Agreement, the Government shall receive Government Purpose Rights, with the exception of those items identified in the Data Assertions Table (to be added following award of the first Delivery Order) for which the Performer asserts other license restrictions, including (but not limited to) Limited Rights. Limited Rights may be asserted for technical data related to items or process developed exclusively at private expense or computer software developed exclusively at private expense. Government Purpose Rights shall be applicable for a period of five (5) years after project completion, after which the Government shall have Unlimited Rights.

3. Notwithstanding the provision in A.4, the performer agrees, with respect to technical data or computer software-generated or developed under this Agreement, that the Government may, within three (3) years after completion or termination of this Agreement, require delivery of data in accordance with the terms of this Agreement; and the Contractor shall be compensated only for converting the technical data or computer software into the prescribed form, and for delivery.

4. With respect to technical data or computer software delivered under the Agreement, the Government shall receive Unlimited Rights, with the exception of those items identified in the Data Assertions Table.

5. March-In Rights

(a.) In the event the Government chooses to exercise its March-in Rights, as defined in Article VII, Section I of this Agreement, the Performer agrees, upon written request from the Government, to deliver at no additional cost to the Government, all technical data or computer software necessary to achieve practical application within sixty (60) calendar days from the date of the written request. The Government shall retain Unlimited Rights, as defined in Article I, Section B of this Agreement, to this delivered technical data or computer software.

(b.) To facilitate any potential deliveries, the Performer agrees to retain and maintain in good condition until three (3) years after completion or termination of this Agreement, all technical data or computer software necessary to achieve practical application of any Subject Invention as defined in Article I, Section B of this Agreement.

B. Marking of Data

Except for Data delivered with unlimited rights, data to be delivered under this Agreement subject to restrictions on use, duplication or disclosure shall be marked with the following legend:

Use, duplication, or disclosure is subject to the restrictions as stated in Agreement FA8819269B023 between the Government and the Performer.

DFARS 252.227-7013.

In the event commercial computer software and Data is licensed under a commercial computer software license under this OTA, a Special License rights marking legend shall be used as agreed to by the parties.

The Government shall have unlimited rights in all unmarked Data. In the event that the Performer learns of a release to the Government of its unmarked Data that should have contained a restricted legend, the PLP will have the opportunity to cure such omission going forward by providing written notice to the AO within three (3) months of the erroneous release.

C. Lower Tier Agreements

The Performer shall include this Article, suitably modified to identify the Parties, in all subcontracts or lower tier agreements, regardless of tier, for experimental, developmental, or research work under this agreement.


ARTICLE X: FOREIGN ACCESS TO TECHNOLOGY

This Article shall remain in effect during the term of the Agreement and for five (5) years thereafter.

A. General

The Parties agree that research findings and technology developments arising under this Agreement may constitute a significant enhancement to the national defense, and to the economic vitality of the United States.  Accordingly, access to important technology developments under this Agreement by Foreign Firms or Institutions must be carefully controlled.  The controls contemplated in this Article are in addition to, and are not intended to change or supersede, the provisions of the International Traffic in Arms Regulations (22 C.F.R. Part 120, et seq.), National Industrial Security Program Operating Manual (NISPOM) (32 C.F.R. Part 117, et seq.), and the Department of Commerce’s Export Administration Regulations (15 C.F.R. Part 730, et seq.)

B. Restrictions on Sale or Transfer of Technology to Foreign Firms or Institutions

1. In order to promote the national security interests of the United States and to effectuate the policies that underlie the regulations cited above, the procedures stated in subparagraphs B.2, B.3, and B.4 below shall apply to any transfer of Technology. For purposes of this paragraph, a transfer includes a sale of the company, and sales or licensing of Technology. Transfers do not include:

a. Sales of products or components; or

b. Licenses of software or documentation related to sales of products or components; or

c. Transfer to foreign subsidiaries of the Performer for purposes related to this Agreement; or

d. Transfer which provides access to Technology to a Foreign Firm or Institution which is an approved source of supply or source for the conduct of research under this Agreement provided that such transfer shall be limited to that necessary to allow the firm or institution to perform its approved role under this Agreement.

2. The Performer shall provide timely notice to the Government of any proposed transfers from the Performer of Technology developed under this Agreement to Foreign Firms or Institutions. If the Government determines that the transfer may have adverse consequences to the national security interests of the United States, the Performer, its vendors, and the Government shall jointly endeavor to find alternatives to the proposed transfer which obviate or mitigate potential adverse consequences of the transfer, but which provide substantially equivalent benefits to the Performer.

3. In any event, the Performer shall provide written notice to the AOR and the Agreements Officer of any proposed transfer to a Foreign Firm or Institution at least sixty (60) calendar days prior to the proposed date of transfer. Such notice shall cite this Article and shall state specifically what is to be transferred and the general terms of the transfer. Within thirty (30) calendar days of receipt of the Performer’s written notification, the Agreements Officer shall advise the Performer whether it consents to the proposed transfer. In cases where the Government does not concur or sixty (60) calendar days after receipt and the Government provides no decision, the Performer may utilize the procedures under Article VII, Disputes. No transfer shall take place until a decision is rendered.

4. In the event a transfer of Technology to a Foreign Firm or Institution NOT approved by the Government takes place, the Performer shall (a) refund to Government funds paid for the development of the Technology and (b) the Government shall have a non-exclusive, nontransferable, irrevocable, paid-up license to practice, or to have practiced on behalf of the United States, the Technology throughout the world for Government and any and all other purposes. Upon request of the Government, the Performer shall provide written confirmation of such licenses.

C. Lower Tier Agreements

The Performer shall include this Article, suitably modified, to identify the Parties, in all subcontracts or lower tier agreements, regardless of tier, for experimental, developmental, or research work.   
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A. Adequate Security

The Performer shall provide adequate security on all Covered Performer information systems. To provide adequate security, the Performer shall implement, at a minimum, the following information security protections:

1. For covered Performer information systems that are part of an Information Technology (IT) service or system operated on behalf of the Government, the following security requirements apply:

a. Cloud computing services shall be subject to the security requirements specified:

i. The Performer shall implement and maintain administrative, technical, and physical safeguards and controls with the security level and services required in accordance with the Cloud Computing Security Requirements Guide (SRG) found at https://public.cyber.mil/dccs unless notified by the Agreements Officer Representative (AOR) that this requirement has been waived by the DoD Chief Information Officer (CIO).

ii. The Performer shall maintain within the U.S. or outlying areas all Government data that is not physically located on Government premises, unless the Performer receives written notification from the AOR to use another location.

b. Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security requirements specified elsewhere in this agreement.

2. For covered Performer information systems that are not part of an IT service or system operated on behalf of the Government and therefore are not subject to the security requirement specified at paragraph A.1. of this Article, the following security requirements apply:

a. Except as provided in paragraph 2.b. of this Article, the covered Performer information system shall be subject to the security requirements in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Information (CUI) in Nonfederal Information Systems and Organizations, Revision 2” (available via the internet at https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r2.pdf)

b. The NIST Considerations:

i. The Performer shall implement NIST SP 800-171, as soon as practical.

ii. The Performer shall submit requests to vary from NIST SP 800-171 in writing to the Agreements Officer, for consideration by the DoD CIO. The Performer need not implement any security requirement adjudicated by an authorized representative of the DoD CIO to be non-applicable or to have an alternative, but equally effective, security measures that may be implemented in its place.

iii. If the DoD CIO has previously adjudicated the Performer’s requests indicating that a requirement is not applicable or that an alternative security measure is equally effective, a copy of that approval shall be provided to the Agreements Officer or AOR when requesting its recognition under this agreement.

iv. If the Performer intends to use an external cloud service provider to store, process, or transmit any Covered Defense Information in performance of this agreement, the Performer shall require and ensure that the cloud service provider meets security requirements equivalent to those established by the Government for the Federal Risk and Authorization Management Program (FedRAMP) Moderate baseline (https://www.fedramp.gov/documents-templates/) and that the cloud service provider complies with requirements in paragraphs C through F of this Article for cyber incident reporting, malicious software, media preservation and protection, access to additional information and equipment necessary for forensic analysis, and cyber incident damage assessment.

3. Apply other information systems security measures when the Performer reasonably determines that information systems security measures, in addition to those identified in paragraphs A.1 and A.2 of this Article, may be required to provide adequate security in a dynamic environment or to accommodate special circumstances (e.g., medical devices) and any individual, isolated, or temporary deficiencies based on an assessed risk or vulnerability. These measures may be addressed in a system security plan.

B. Cyber Incident Reporting

1. When the Performer discovers a cyber incident that affects a covered Performer information system or the Covered Defense Information residing therein, or that affects the Performer’s ability to perform the requirements of the Agreement that are designated as Operationally Critical Support and identified in the agreement, the Performer shall—

a. Conduct a review for evidence of compromise of Covered Defense Information, including, but not limited to, identifying compromised computers, servers, specific data, and user accounts. This review shall also include analyzing covered Performer information system(s) that were part of the cyber incident, as well as other information systems on the Performer’s network(s), that may have been accessed as a result of the incident in order to identify compromised Covered Defense Information, or that affect the Performer’s ability to provide Operationally Critical Support; and

b. Rapidly report (within 72-hours of discovery) cyber incidents to DoD at https://dibnet.dod.mil.

2. Cyber Incident report. The Cyber Incident Report shall be treated as information created by or for DoD and shall include, at a minimum, the required elements at https://dibnet.dod.mil.

3. Medium assurance certificate requirement. To report cyber incidents in accordance with this Article, the Performer or subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber incidents. For information on obtaining a DoD-approved medium assurance certificate, see https://public.cyber.mil/eca/assurance-levels.

C. Malicious Software 

When the Performer or subcontractors discover and isolate malicious software in connection with a reported cyber incident, submit the malicious software to DoD Cyber Crime Center (DC3) at this website: https://www.dc3.mil/ or in accordance with additional instructions provided by DC3 or the Agreements Officer  or the AOR. Do not send the malicious software to the Agreements Officer or AOR.   

D. Media preservation and protection.

When a Performer discovers a cyber incident has occurred, the Performer shall preserve and protect images of all known affected information systems identified in paragraph B.1.a. of this Article and all relevant monitoring/packet capture data for at least 90 calendar days from the submission of the Cyber Incident Report to allow DoD to request the media or decline interest.

E. Access to additional information or equipment necessary for forensic analysis.

Upon request by DoW (and in conjunction with SSC), the Performer shall provide DoD with access to additional information or equipment that is necessary to conduct a forensic analysis. SSC will work with the Performer to mitigate confidentiality concerns.

F. Cyber Incident damage assessment activities.

If DoD elects to conduct a damage assessment, the Agreements Officer will request that the Performer provide all of the damage assessment information gathered in accordance with paragraph D of this Article.

G. DoD safeguarding and use of Performer attributional/proprietary information.

The Government shall protect against the unauthorized use or release of information obtained from the Performer (or derived from information obtained from the Performer) under this Article that includes Performer attributional/proprietary information, including such information submitted in accordance with paragraph B. To the maximum extent practicable, the Performer shall identify and mark attributional/proprietary information. In making an authorized release of such information, the Government will implement appropriate procedures to minimize the Performer attributional/proprietary information that is included in such authorized release, seeking to include only that information that is necessary for the authorized purpose(s) for which the information is being released.

H. Use and release of Performer attributional/proprietary information not created by or for DoD.

Information that is obtained from the Performer (or derived from information obtained from the Performer) under this Article that is not created by or for the DoD is authorized to be released outside of the DoD -

1.	To entities with missions that may be affected by such information;

2.	To entities that may be called upon to assist in the diagnosis, detection, or mitigation of Cyber incidents;

3.	To Government entities that conduct counterintelligence or law enforcement investigations;

4.	For national security purposes, including cyber situational awareness and defense purposes (including with Defense Industrial Base (DIB) participants in the program at 32 C.F.R. Part 236).

5.	To a support services contractor that is directly supporting Government activities under a federal procurement contract subject to the Defense Federal Acquisition Regulation Supplement (DFARS) that includes the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information.

I. Use and release of Performer attributional/proprietary information created by or for DoD.

Information that is obtained from the Performer (or derived from information obtained from the Performer) under this Article that is created by or for the DoD (including the information submitted pursuant to paragraph B of this Article) is authorized to be used and released outside of the DoD for purposes and activities authorized by paragraph H. of this Article, and for any other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy based restrictions on the Government’s use and release of such information.

J. Other safeguarding or reporting requirements.

The safeguarding and cyber incident reporting required by this Article in no way abrogates the Performer’s responsibility for other safeguarding or cyber incident reporting pertaining to its unclassified information systems as required by other applicable Articles of this agreement, or as a result of other applicable U.S. Government statutory or regulatory requirements.

K. Lower Tier Agreements

The Performer shall include this Article, suitably modified to identify the Parties, in all subcontracts or lower tier agreements entered into solely in connection with this Agreement.

L. Definitions as used in this Article

“Adequate security” means protective measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized access to, or modification of information.

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, or the copying of information to unauthorized media may have occurred.

“Covered Performer information system” means an unclassified information system that is owned, or operated by or for, a Performer and that processes, stores, or transmits covered defense information.

“Covered defense information” means unclassified controlled technical information or other information, as described in the Controlled Unclassified Information (CUI) Registry at http://www.archives.gov/cui/registry/category-list.html, that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and Government wide policies, and is—

a. Marked or otherwise identified in the agreement, delivery order, or delivery order and provided to the Performer by or on behalf of DoD in support of the performance of the agreement; or

b. Collected, developed, received, transmitted, used, or stored by or on behalf of the Performer in support of the performance of the Agreement.

“Controlled Unclassified Information (CUI)” means unclassified information that requires safeguarding or dissemination controls, pursuant to and consistent with applicable law, regulations, and Government- wide policies. Instructions for the use, marking, dissemination, and storage of CUI can be found in DoD Instruction 5200.48, “Controlled Unclassified Information (CUI).”

“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an actual or potentially adverse effect on an information system and/or the information residing therein.

“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related data for investigative purposes in a manner that maintains the integrity of the data.

“Information System” means a discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information.

“Malicious software” means computer software or firmware intended to perform an unauthorized process that will have adverse impact on the confidentiality, integrity, or availability of an information system.

This definition includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as well as spyware and some forms of adware.

“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which covered defense information is recorded, stored, or printed within a covered Performer information system.

“Operationally critical support’’ means supplies or services designated by the Government as critical for airlift, sealift, intermodal transportation services, or logistical support that is essential to the mobilization, deployment, or sustainment of the Armed Forces in a contingency operation.


ARTICLE XVII: PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR EQUIPMENT

(a) Definitions. As used in this article—

Backhaul means intermediate links between the core network, or backbone network, and the small subnetworks at the edge of the network (e.g., connecting cell phones/towers to the core telephone network). Backhaul can be wireless (e.g., microwave) or wired (e.g., fiber optic, coaxial cable, Ethernet).

Covered foreign country means The People's Republic of China. Covered telecommunications equipment or services means—

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of such entities);

(2) For the purpose of public safety, security of Government facilities, physical security surveillance of critical infrastructure, and other national security purposes, video surveillance and telecommunications equipment produced by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company (or any subsidiary or affiliate of such entities);

(3) Telecommunications or video surveillance services provided by such entities or using such equipment; or

(4) Telecommunications or video surveillance equipment or services produced or provided by an entity that the Secretary of Defense, in consultation with the Director of National Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to, the government of a covered foreign country.

Critical technology means—

(1) Defense articles or defense services included on the United States Munitions List set forth in the International Traffic in Arms Regulations under subchapter M of chapter I of title 22, Code of Federal Regulations;

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export Administration Regulations under subchapter C of chapter VII of title 15, Code of Federal Regulations, and controlled—

i. Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological weapons proliferation, nuclear nonproliferation, or missile technology; or
 
ii. For reasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology covered by part 810 of title 10, Code of Federal Regulations (relating to assistance to foreign atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations (relating to export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act of 2018 (50 U.S.C. 4817).

Interconnection arrangements means arrangements governing the physical connection of two or more networks to allow the use of another's network to hand off traffic where it is ultimately delivered (e.g., connection of a customer of telephone provider A to a customer of telephone company B) or sharing data and other information resources.

Reasonable inquiry means an inquiry designed to uncover any information in the entity's possession about the identity of the producer or provider of covered telecommunications equipment or services used by the entity that excludes the need to include an internal or third-party audit.

Roaming means cellular communications services (e.g., voice, video, data) received from a visited network when unable to connect to the facilities of the home network either because signal coverage is too weak or because traffic is too high.

Substantial or essential component means any component necessary for the proper function or performance of a piece of equipment, system, or service.

(b) Prohibition.

(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or obtain, any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system. The Performer is prohibited from providing to the Government any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system, unless an exception at paragraph (c) of this article applies or the covered telecommunication equipment or services are covered by a waiver described in FAR 4.2104.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2020, from entering into a contract, or extending or renewing a contract, with an entity that uses any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system, unless an exception at paragraph (c) of this article applies or the covered telecommunication equipment or services are covered by a waiver described in FAR 4.2104. This prohibition applies to the use of covered telecommunications equipment or services, regardless of whether that use is in performance of work under a Federal contract.

(c) Exceptions. This article does not prohibit Performers from providing—

(1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or 

(2) Telecommunications equipment that cannot route or redirect user data traffic or permit visibility into any user data or packets that such equipment transmits or otherwise handles.

(d) Reporting requirement.

(1) In the event the Performer identifies covered telecommunications equipment or services used as a substantial or essential component of any system, or as critical technology as part of any system, during contract performance, or the Performer is notified of such by a subcontractor at any tier or by any other source, the Performer shall report the information in paragraph (d)(2) of this article to the Contracting Officer, unless elsewhere in this contract are established procedures for reporting the information; in the case of the Department of Defense, the Performer shall report to the website at https://dibnet.dod.mil. For indefinite delivery contracts, the Performer shall report to the Contracting Officer for the indefinite delivery contract and the Contracting Officer(s) for any affected order or, in the case of the Department of Defense, identify both the indefinite delivery contract and any affected orders in the report provided at https://dibnet.dod.mil  
   
(2) The Performer shall report the following information pursuant to paragraph (d)(1) of this article:

(i) Within one business day from the date of such identification or notification: The contract number; the order number(s), if applicable; supplier name; supplier unique entity identifier (if known); supplier Commercial and Government Entity (CAGE) code (if known); brand; model number (original equipment manufacturer number, manufacturer part number, or wholesaler number); item description; and any readily available information about mitigation actions undertaken or recommended.

(ii) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this article: Any further available information about mitigation actions undertaken or recommended. In addition, the Performer shall describe the efforts it undertook to prevent use or submission of covered telecommunications equipment or services, and any additional efforts that will be incorporated to prevent future use or submission of covered telecommunications equipment or services.

(e) Subcontracts. 

The Performer shall insert the substance of this article, including this paragraph (e) and excluding paragraph (b)(2), in all subcontracts and other contractual instruments, including subcontracts for the acquisition of commercial items.


ARTICLE XVIII: PROHIBITION ON HARDWARE, SOFTWARE, AND SERVICES DEVELOPED OR PROVIDED BY KASPERSKY LAB OR OTHER COVERED ENTITIES

(a) Definitions. As used in this article—

Kaspersky Lab covered article means any hardware, software, or service that–

(1) Is developed or provided by a Kaspersky Lab covered entity;

(2) Includes any hardware, software, or service developed or provided in whole or in part by a Kaspersky Lab covered entity; or

(3) Contains components using any hardware or software developed in whole or in part by a Kaspersky Lab covered entity.

Kaspersky Lab covered entity means–

(1) Kaspersky Lab;

(2) Any successor entity to Kaspersky Lab, including any change in name, e.g., “Kaspersky”;

(3) Any entity that controls, is controlled by, or is under common control with Kaspersky Lab; or

(4) Any entity of which Kaspersky Lab has a majority ownership.

(b) Prohibition. Section 1634 of Division A of the National Defense Authorization Act for Fiscal Year 2018 (Pub. L. 115-91) prohibits Government use of any Kaspersky Lab covered article. The Contractor is prohibited from—

(1) Providing any Kaspersky Lab covered article that the Government will use on or after October 1, 2018; and

(2) Using any Kaspersky Lab covered article on or after October 1, 2018, in the development of data or deliverables first produced in the performance of the contract.

(c) Reporting requirement.

(1) In the event the Contractor identifies a Kaspersky Lab covered article provided to the Government during contract performance, or the Contractor is notified of such by a subcontractor at any tier or any other source, the Contractor shall report, in writing, to the Contracting Officer or, in the case of the Department of Defense, to the website at https://dibnet.dod.mil. For indefinite delivery contracts, the Contractor shall report to the Contracting Officer for the indefinite delivery contract and the Contracting Officer(s) for any affected order or, in the case of the Department of Defense, identify both the indefinite delivery contract and any affected orders in the report provided at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (c)(1) of this article:

(i) Within 3 business days from the date of such identification or notification: the contract number; the order number(s), if applicable; supplier name; brand; model number (Original Equipment Manufacturer (OEM) number, manufacturer part number, or wholesaler number); item description; and any readily available information about mitigation actions undertaken or recommended.

(ii) Within 10 business days of submitting the report pursuant to paragraph (c)(1) of this article: any further available information about mitigation actions undertaken or recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or submission of a Kaspersky Lab covered article, any reasons that led to the use or submission of the Kaspersky Lab covered article, and any additional efforts that will be incorporated to prevent future use or submission of Kaspersky Lab covered articles.

(d) Subcontracts. The Contractor shall insert the substance of this article, including this paragraph (d), in all subcontracts including subcontracts for the acquisition of commercial products or commercial services.


ARTICLE XIX: PROHIBITION ON A BYTEDANCE COVERED APPLICATION

(a) Definitions. As used in this Article—

Covered application means the social networking service TikTok or any successor application or service developed or provided by ByteDance Limited or an entity owned by ByteDance Limited.
Information technology, as defined in 40 U.S.C. 11101(6)—

(1) Means any equipment or interconnected system or subsystem of equipment, used in the automatic acquisition, storage, analysis, evaluation, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information by the executive agency, if the equipment is used by the executive agency directly or is used by a contractor or performer under a contract or agreement with the executive agency that requires the use—

(i) Of that equipment; or

(ii) Of that equipment to a significant extent in the performance of a service or the furnishing of a product;

(2) Includes computers, ancillary equipment (including imaging peripherals, input, output, and storage devices necessary for security and surveillance), peripheral equipment designed to be controlled by the central processing unit of a computer, software, firmware and similar procedures, services (including support services), and related resources; but

(3) Does not include any equipment acquired by a Federal contractor or performer incidental to a Federal contract or agreement.

(b) Prohibition. Section 102 of Division R of the Consolidated Appropriations Act, 2023 (Pub. L. 117- 328), the No TikTok on Government Devices Act, and its implementing guidance under Office of Management and Budget (OMB) Memorandum M-23-13, dated February 27, 2023, “No TikTok on Government Devices” Implementation Guidance, collectively prohibit the presence or use of a covered application on executive agency information technology, including certain equipment used by Federal contractors. The Performer is prohibited from having or using a covered application on any information technology owned or managed by the Government, or on any information technology used or provided by the Performer under this agreement, including equipment provided by the Performer’s employees; however, this prohibition does not apply if the Agreements Officer provides written notification to the Performer that an exception has been granted in accordance with OMB Memorandum M-23-13.

(c) Subcontracts or Sub-agreements. The Performer shall insert the substance of this article, including this paragraph (c), in all subcontracts or sub-agreements, including subcontracts or sub-agreements for the acquisition of commercial products or commercial services.


ARTICLE XX: PROHIBITION  ON ACQUISITION OF CERTAIN ITEMS FROM COMMUNIST CHINESE MILITARY COMPANIES

a) Definitions. As used in this clause—

“600 series of the Commerce Control List” means the series of 5-character export control classification numbers (ECCNs) of the Commerce Control List of the Export Administration Regulations in 15 CFR part 774, supplement No. 1. that have a “6” as the third character. The 600 series constitutes the munitions and munitions-related ECCNs within the larger Commerce Control List. (See definition of “600 series” in 15 CFR 772.)

“Communist Chinese military company” means any entity, regardless of geographic location that is—
(1) A part of the commercial or defense industrial base of the People’s Republic of China including a subsidiary or affiliate of such entity; or

(2) Owned or controlled by, or affiliated with, an element of the Government or armed forces of the People’s Republic of China.

“Item” means—

(1) A USML defense article, as defined at 22 CFR 120.6;

(2) A USML defense service, as defined at 22 CFR 120.9; or

(3) A 600 series item, as defined at 15 CFR 772.1.

“United States Munitions List” means the munitions list of the International Traffic in Arms Regulation in 22 CFR part 121.

(b) Any items covered by the United States Munitions List or the 600 series of the Commerce Control List that are delivered under this contract may not be acquired, directly or indirectly, from a Communist Chinese military company.

(c) The Contractor shall insert the substance of this article, including this paragraph (c), in all subcontracts for items covered by the United States Munitions List or the 600 series of the Commerce Control List.
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